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(57)Abstract: 

PURPOSE: To allow the system to process both 
encrypted and decoded data and instructions in a 
seamless way. 

CONSTITUTION: Internal cache memories 50, 52 are 
provided in safe physical areas which are not accessible 
by system users. An external memory 38 stores 
encrypted and decoded data and instructions. An 
interface circuit 38 decodes each encryption master key 
by using a private key and decodes encrypted data and 
instructions, corresponding to each decoded master key. 
A plurality of segment registers 56 stores recording of 
active memory segments of the external memory 38 to 
make them correspond to each decoded master key. A 
central processing unit 48 accesses both the segments 
of the encrypted and decoded data and instructions 
from the external memory 38. The encrypted information 
from the external memory 38 is decoded in the internal 
memory caches 50, 52, and non-encrypted information is 
stored directly. 




LEGAL STATUS 

[Date of request for examination] 24.06.1 993 

[Date of sending the examiner's decision of 
rejection] 

[Kind of final disposal of application other than 
the examiner's decision of rejection or 
application converted registration] 

[Date of final disposal for application] 

[Patent number] 2085066 



http://www19.ipdLncipi.go.jp/PA1/result/detail/main/wAAATIa4E2DA406112937P... 2005/05/11 



Searching PAJ 



2/2 ^— v 



[Date of registration] 23.08.1 996 

[Number of appeal against examiner's decision 
of rejection] 

[Date of requesting appeal against examiners 
decision of rejection] 
[Date of extinction of right] 

Copyright (C); 1 998,2003 Japan Patent Office 



http://www19jpdl.ncipi.gojp/PA1/result/detail/main/wAAATIa4E2DA406112937P.. 



2005/05/1 1 



(19)B*B*Sifrr CJ P) 



™ ^ m & » & $g (a) 



^iFF6- 112937 

(43) ^g§B ¥j£6*P(1994)4J|22B 



(51)IntCl. 5 




F I 




H 0 4 L 9/06 








9/14 








12/22 










7117-5K 


HO 4L 


9/02 Z 




8732-5K 




11/ 26 








* SW&jM>»8(:£ 9 ID 




^ITFS- 153959 


(7DHJBA 


390009531 










(22)tBSB 


¥^5^(1993) 6 24 B 












INTERNATIONAL BUS IN 


V"* y IXV Lj TEE — 1— J>t fcU 


9 2 8 8 5 0 






(32)tg$fcB 


1992^8iillB 




RAT I ON 


(33)«5fc«±3SH 


*g (us) 


















(72)#&BJ:# 


~y 








T> 'J ^7^^94062-0717, *»J7*^ 
















* 620717 






(74)ftSA 





(54) imwv>&m y'-fiams'XTA&vjjm 



(57) 









v X * 












2 


it 


•1 



J 




7 ^ ir * $ *tfc*jg ^ffl K J; 9 HtrlEflF-g-fk^ * * 
mm&ti1t^x9*—&*tikttfc£&Z1zit><D. MSB 

if^^mm<vmx<D^y*>bZT?^xT%k& 20 

fc. 7^ir:x^ttfc7K^^i:itrlE-fe:^^>'bi-'v ? ^^ 
>-*7aL-^ai-{£ffl£i2:T. tulE7 Ki^^^&Oflt 

I tl#B 2 ] flMBflffRtt^- if % h 

3 ] ft&fEir 9*>h 9 *a u 

-tn-P^fiStlS-fe^^ >- hP^co^— ^7 K^©7^t 
*0>BRfc:mrfBC PUlc J; ^ffl ^tt^tf*^ 1 IS^^t 5 

[B** 4 ] mrfB^^r^n y -frftiFmis-f >> 9 7 * 40 

5 ] itJlEir ^ V h *3MfcttllMB* ^ 

ixfc^x^f 7^^^^r— SrlEltU ffirlB*tt-*tbfc7 f - 
* Xlftfe^ ffj IE * * 7 P o ir y ^ | c J: 9 $ *t § If * 

m i ib**>^- * turn a 0 



#M¥6 - 1 1 2 9 3 7 



#W -JHfcT* * AHf a Sr IE*-*- 5 * 5r y 7" k % 

* 9 * — * mwrr 5 m \c&m -+ z> fc » strES^a®* 

ft -e * JH * - £ 7 ^ ir * £ t <o ^ £ IS it ^> ^ ^ y 

ir^ s*tfc*ffl^r— eoftffljc j: 9 mm^it^x 9 
^^7^^y ir^^ > h<Dmmkttj&-rz>MWz£fttz'* 

-C*fJtS S ^5 Buf5»^ S ttfc^ ^ ^ 3r — Sr mffE-r ^^7 

^— ^^a^fie^s-fr, mrt57 K^^b©«[a&#R 
m^i$* ^ v #a#> & ©*«36sie-g-ib s ttr* v 

k. 

t77ym*, striae y^x^m ttriE^ 
«B^a^fe©««©tea^*v^TS^7^y^^jcs«i- 
^> w*« 6 Kit © ^ — 9 mmjjfeo 

im&m 8 ] rtF-§-ffc*«Sr-&tf * * y ir >- h 

«p#fk*^^ r 9 i? ^ -r ^ w k & ESih-r 5 * ^ 7^^^ 

[*K<DI¥j»l*KM] 
[0 0 0 1 ] 

— ^^t/^^$ri/— (seamless) ^St* £ 
[0 0 0 2] 



3 



(3) 



%fffl¥-6 - 1 1 2 9 3 7 

4 



#B«i(USHCj:9 tv'-f^imm (Data E 
ncryption Standard) J «£ P fc^— 

— $n£iDltti><D locDXnir^li g« (key chai 

ning) j £p?(m. m^tyt-t^vy-^fo^nz 

50* < 1 ocDv— K^r- 

(seed key) <0««ttfc«oT^5 o ilUt, x — 

f§*S*LT^5e»#a (courier ) ^^iftSWfdS^: 

tut, ^ftoiB***^**©^-** hy-*a!«r* 

[0 0 0 3] ^HXt^^^r^-SrfiE^i-SZia^r— fff-g- 

— (public key) J iV^5ffi»|j: x * <D*K& * 7 s << T ■ 
(private key ) J £ ^ 5 fflf^fi, ^^Ili/f 

-^{fc£*t5 0 ftlci*#flsMMKH:, T*#fc. X 



[0 0 0 5] ±&<o?*-*m&$m&&:Rv*:<D&i&m 

5, 9 0 1fm Itf^^PyPtyflt 

£ * * tt fc»tt "CIEttrt- 5 & (el 

[0 0 0 6] *i#l i Fl4, 5 5 8, 1 7 ^ 

tt&ttntf*e>i*. r^y ^^^f^^e— 

[0 0 0 7] *H#l*F|g 4 , 6 3 4, 8 0 7 7* 

t^^rBi/nffl ^ j* <D&m *m v ^xm^t * 

^^^-/Wt, ^^r-ds^— ^Bff-§-ft:#r— Sr«-g-T5 

[0 0 0 8] *S#ff^ 4 , 8 0 7, 2 8 8 -!§-«\ 

[0 0 0 9] ^H^l^^ 4 , 8 5 0, 0 1 7 -g-fcu ^J® 
[0010] *H1#ST» 4 , 8 4 7, 9 0 2 ffifK 

\^6 0 rtb^>cr>#^^M>r >^^ey ^t^ytv- fi\c 

Bi*-r5^r+y->^>«^y^teaisix5»^ 



(4) 



[0 0 1 1 ] *B4#rF^4 N 8 8 8, 7 9 8^11 ^1 

K J; 9 1 oXIi^naiO^I^) n y ^ SrW^S 
Z.tfrX*%& 0 SK X #a^r— li. I*#*|tt=¥ ^7 10 

[0012] bum-s^ 3tef?afljra, rtHHt7*-*x 

[0 0 13] 

^^K*fe5o 30 

[0 0 14j*3SB©t}lo(0|ftW:, f*M^S 
[0 0 15] JEtc, *3S93s>t> 5 M*6?j 
[0016] 

t-^ffl i- 5 fc * &inz$:±mmmi& « © */b * - * r ^ -t 



#§^6 - 1 1 2 9 3 7 



y ^a tc ff^istt-r ^ © Mfs^^fea^*^ <d * * 

[0 0 17] *fc*36M^*2 0li«H: % Pff{tXi;# 
MI2 v-^ A <£>^— If — T ^ -fe ;* ^ffifc^£*38i!W**r 

^ ^ r*>ct * tb 5 ffF 15 #K S tt X ^ — £ fff 

rtflB^^ey^a^iEtiL^ iwriB^ffl^^ey^a^fe^w 

y#atc|5«-*-*^^^^4:. Sr^tfc 
[0018] 

S'WftE (secure physical region) tdF*3$f$3r -V V ^ 

* y ^ft5o ^SM y fiS^*a«*<o*Mffl*j:ia« 



7 



(5) 



¥fffl¥-6 - 1 1 2 9 3 7 

8 



> h ui/x ? teftU* * V fo<OT ? T j 7 * * V ? * 
[0 0 19] 

^) 1 Oft, 4>BB^r— 1 2XI5^^r— 1 4 

12 11, Ma^fi^f'-fTJtilt*! OICJ;9«9S-C 

^HSiSPl^n ir yw*, y r /i-#-g-xi4teo#-g-efc 

ir ^if^Jg^fcSVMafl&^y — x\z£ OialB^o-feyf- 20 

fcSVMi. ^8=*— 1 4\$m— XT J*V>m& 

CO^Bfl*— 1 2AT&£<DttJ&<D^m*— 1 4 <£>3£-£ftffi 
^£<a£fo ^f>f7l*f 10lt ^7^717 

SrBt^ti"-5fc«)i-ffiffi*ttSMMK 1 6 fflF-g-fk^ 30 

[0 0 2 0] aH^o-feylM 8 r.mmmT-r^/u 

— if— T^ir^ pJfgT*fc5 0 aH^Ptyf 1 8 14, t< 
r ^ 7IM 1 0 ^bil^ir^/U2 0 ^ IT, Xi3 

5 0 V^^it^t,. ^x-f TI4, ^^^T^^^^r 

[0 0 2 1] —R=. — 1f*m-f§rfc* T^T2 2 

m&XteT**/l'2 O^LT, ^-If^l^^D 
tylM 8tC^^^r^r-^*^>^^TStt#l 0 — 

Sfi £frtz&m*-l 2tt^{*Wfc!5tt£*Lfc so 



(*t/S1"5) *ffl^r— 1 4^T^-fer^^tt^<0^pJtgtC 

* WF#fbi- 5 fc * i-teffi s ftfc 4*j£<d * r ^ ;* * * 

[0 0 2 2] te^ffc;*^ 7^***-aSgfi£jft,5 
-ertc:|StS$ti5l?ffi^— 1 4 £D=i t°— £r«v^T 

[0 0 2 3] _biE£><fc 0 \Z LTx LT7 ? -fe^ 

^P^T^^^U^o -CO i 9 [Z UT, ^-^{b^ x^f 722 
ftv\ ^o-c, y r^^^=¥— cout-g-fktfcffids^^: 

[0 0 2 4] Rtc|g|2S:#fla"rSi:. T'D-feytl 8^ 

<D&&mmmmz. opu^mwT^-fzo^xi^^z 

^^FIB-efcS. aT^>RW^&aW3?tL5±5te. CP 
Ufyy3 0rtt©*, ? VTJ&m<DMWttSfttzfr*< 

[0 0 2 5] CPUfy^3 0H2oO^p^7^/V 
^SUTffl^^ey (ROM) lo©^ 
^^3 2l4Sfi^ntr^ / il^l 2m, loco 
U^^^ 3 4 ttftPRSixfc^^ci-fe 1 4 

3 2 0fflli§Sf5e#^J;9Si|f9aTfc*tS7 p o-fey 
[0 0 2 6] ^^3 2itf3 4li, ^^ffl*^, C 



9 



(6) 



%fffl^6 - 1 1 2 9 3 7 

10 



<D±X<D-{ 7 ^-xmifeZ&fc-f >?7^ 

7 *sjfJ*T (RAM) 3 8, loX 

tt-tix£Jl±<0 I /0#— h 4 0 , 1 oXli**t£l± 

[0 0 2 7] CPUf y^SOrt^jo^T, /^4 6 
tt, CPU4 8. A^ty^SO, Wf-iJ'^t 
s/v^3.5 2MOP , 5lBii«Srll«-f-5o ^*-f 7 — 

^4 4-CA^^tb5Bf-^{t:#^U ; ^-^^^i!U. R 
AM 3 8 tcKtS LT I /0#— h 4 0 XI** 7^722 

^arr*:tf>[-^4 4T^^^^t^7 r -^^Pg : #{t:-r5 

s<X4 4t>t< IS^v^ — /^3 8. 4 0Xli2 2 l-fi N 
[0 0 2 8] ±1?* ^ Y U&X* 5 6 

[0 0 2 9] C PUfy^3 Oteir^* ^ Mfc^U £r 
(chunk) Xteir^>- h^SIStts -Mir 

Hi* t ^ y h W^i' 5 6 ©«4r 4fc^©^P ^7 
[0 0 3 0] #1r^* V h 5 6ft iri/^ >- h 

^l*&rK^^, ftSJi^xfi-tr^* ^ ht^**t 

57-^/^OfHr Ki^i, 1 7 -A- 

K 5 8 Sr-^tf o 

[0031] *-=ey i?;/* >- h^Bff#<b$*LTV^53& i Bff 

I47^-;UK5 8K*NSLTV^ 0 7-fwUK6 Oti^ 
-fc'^h O^i^s^) j&>5>/*9, £0 J: 5***4: 



[0032] M^y- 

[0 0 3 3] _b!Efci* Lfc J; *3S«©lfttt, ^ 

MffefrjfcJi. ^o-fey* 1 8 co^--<W— is?*/**? 

20 (Set Segment Key ) -fr^ 6 4 Xt^|B3r^-8M§' (Get 
Public Key) 6 6 <b ITRAM 3 8 tCtW&fftl-* £ 

[0 0 3 4] -fe^^h^— ta:«*«6 *JB* — 

^#3 4 (CPUfy^3 0« Offfl^«14 

i-5o y t^t^t-^***— ii. wau** 

■t 5 X ^ ^ - 1? < t $ tt ^ # £ a) ^ n ^ ^ A ir ^ 
^ ^ HdBffi-f-*ffi«6 2 ^c:joV^T-fe^^ v h ui/^? 

^6 4liRAM3 8^tSt5^ ^3^yKC«t 

[0 0 3 5] <^H^-SI#^6 6tt. ^H^r— 
^ 3 2 30^^H^-ffil 2^rM-r o il^j; 5 
^r— l^^^ 3 2<7)^^^r— ffitiC PUf y7 P 3 0 tC^fi 

4#o#-^r*fef9, ^7-friMio (mi) « 

ffl^r-l/^^ 3 4^)?ffl^fl 4 ir*f-JSLTV^ 0 

40 ^^rsfttiortm T'ptyti 8^fegfts 

1 8£^l?ffl=3r-fill 4^r^ir^-t-^/c^(c{^ffl$^ 

[0036] ^ r 4 1 0 f4 t-** 

^^^7^74 2Xn I /Ostf — h 4 0 Sr^LT^ 



11 



(7) 



^m^6 - 112 9 3 7 

12 



fv K 6 2K:*5V^-fc^;* v h i^** 5 6ldlfig£n 

[0037] ::r% cpu4 8^^ts'^5 0 10 
Xfifrr — ^^r^^i^a 5 2^v^;W-4>#ftLftv^— 

S^RAM3 Is 9 7=* — ^3 6— fE^ffi^ 

(3 N ^^-y-fei/y > h^-T— /UK 6 O^^ty^tfXRlB 

Mcmwtsm*ez?=.*-A'5 Aizzvtitmzti. mm 

[0 0 3 8] MmisXfrZ /^^fy^7x^3 6 
#RAM3 S^b^BtF-^ffc^— 

^sftv^iKJ: 9, sa*1ff«;W#te£nT^ftv^ 
tas^SitSo :©J:5*I^ /Wy?7x- ^3 
6li, S^SixfcT*— ^SrSEJE-rsr £ft< ^^tto 30 

[0 0 3 9] Sot^5J:5l^ CPUf^/3 0 
2 oH±<D C P U ^ y ^ SrifcS i 1 5 S-S-^ ;<x4>? 

5 C P U ^ 3/ ^StCffitt * tbft tf*L ft <b ft V \ 40 

[0 0 4 0] ^-^©3Eft5«*««SrpriB^-r5fc«> 
(c x Ptfft9J»^^^^6 8lj:r-^^ty^^ 5 2 

£\ Wr-i-fkfiHW 6 8 Its ±y*>-b \s*s* ? 5 6<D7^< 
—?v K 6 Otc^^^^^^r^tf^^y ^ hJ*3tc 

K 6 0 © 7 7 y ^i s K£* iit V^ 5 i , iSHHi, 



Wffl-f-r i:3ftSprtgtcft5 0 *^s*rtF#ft = — K-fe^^ 

A«r^fiK-t-5 0S:KJhi-5o -tilt, ^f^7fM/c 

«#^^^tcOT*fttttt^ft^ft^^^T*fe5 0 
[0 0 4 1] ft«fc, ir^^ > h l^** 5 6*S{R3g^ 

7 y ?(Dtztb<D'7 4 —;v KSriiiP LT3i#<0{BS-fe 
[0 0 4 2] 

[l£!®<ofg¥ftl&^] 

[mi] ^7 f ^7S«t»u t aH^ot3/traoffisff 

io ^x^r^w^ 

1 2 ^M*— 
1 4 

16 MMK (tf-tT-**?*— ) 

1 7 ^r^T 

18 iSIH^o-feiy* 

2 0 — 

2 2 Pt#{k^^^T 

3 0 CPU^Sftf-^ 
3 2 ^1^1/^^ 

3 4 fffl^-^^ 

3 6 y<^^f l/f?*7 zL — *^:i/^—;U 

3 8 ^>-^^T^*fe^7«^-y (RAM) 

4 0 I/OtK— h 

4 8 CPU 

5 0 ^r^-^f -r y 

5 2 f*— ^^r-^ ry^>^ 

5 4 nF^t/WWS^^a-zW 

5 6 >- h 



13 



(8) 



4#Ba^F 6 — 1 1 2 9 3 7. 

14 



[HI] 




CVI CO 



¥fffl¥-6 - 1 1 2 9 3 7 



[H2] 




